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The Thoughtful Phisher casteth 
wide his Net… 

David Harley CITP FBCS CISSP ESET Senior Research Fellow 

 
…Well, what Kipling actually said was: 

Now the New Year, reviving last Year's Debt, 

The Thoughtful Fisher casteth wide his Net; 

So I with begging Dish and ready Tongue 

Assail all Men for all that I can get. 

(The Rupaiyat of Omar Kal'vin) 

And in any case, New Year is a little way off yet. However, I 

emerged today from an avalanche of presentations and 

conference papers to see what was waiting for me on email. 

More precisely, on an email account I don’t use so much since it 

doesn’t attract much nowadays except mailing lists that don’t 

interest me much anymore, spam and scams. I was interested, 

though, to see a handful of phishing scams all targeting users of 

NatWest, Lloyds and the Halifax, three banks used by lots of 

people in the UK. There’s a pronounced family resemblance 

between these scams, which mostly point to phishing sites 

apparently hosted in Poland (.pl) or Niue (.nu). I haven’t 

followed up on those myself, but include defanged URLs in case 

someone else feels inclined to. But phishing sites change all the 

time. 

Oddly enough, while some of the apparent sender addresses 

are spoofed – as you’d expect – to look as if they were sent 

from a real domain owned by a phished bank or building 

society, others make less of an attempt to look like a real bank 

address. So as well as ‘info@lloyds.com’, 

‘onlineservice@nationwide.com’, we have ‘info@nbs.mobi’, 

‘secure@lloydsbank.mobi’ and ‘info@lloydsbank.mobi’ – which 

at least sound as if they have some tenuous connection with 

the banking industry, except that major banks don’t usually sit 

on the .mobi domain – and ‘info@services.com’, 

‘info@service.mobi’ and which are almost as generic as 

‘@yahoo.com’. While ‘info@box.com’ really makes no effort at 

all to sound like a bank. 

As we always say, you shouldn’t expect email to be genuine just 

because it seems to come from [yourbank].com, but you should 

be even more sceptical if the sender’s address looks the least 

bit ‘odd’. For instance, a hotmail or gmail address, something 

that doesn’t sound like a legitimate bank email address. And 

even more so if the mail includes a link that looks odd. That 

said, we’d always advise that even if the link looks OK, it’s safer 

to go through a known legitimate URL, not the one that’s given 

in an email. Unless, at any rate, you have no doubt at all that 

the email is genuine. And in general, any email apparently 

requiring you to click on a link in the message in order to log in 

to your account is either fake or sent by a bank that knows so 

little about phishing that you probably ought to consider 

banking elsewhere.  

What’s most interesting here, though, is the variety of social 

engineering gambits used, and it’s worth taking a closer look at 

the messages just because they include quite a few standard 

phishing techniques. I’ve defanged the links for obvious 

reasons. The actual text of each message is italicized to 

distinguish it from the comments I’ve added.  

[Apparently from…] NatWest Card Services 

[info(at)service.mobi] 

[Subject…] REFUND SLATED ON YOUR ACCOUNT. 

http://www.best-poems.net/rudyard_kipling/poem27170.html


 

 

 

Our record shows that you have a refund slated on your card 

account due to charges made against your card account by us.  

 

We do apologies for this mistake which was caused by errors 

from our system. This transaction cannot be completed due to 

the errors present in your account information. 

You are required to click on the LOGON below to fix this 

problem immediately. Please note, it will take 3 working days to 

credit your account with the refund.  

LOG ON HERE [Link removed, but goes to 

hxxp://rygielska.pl/wp-includes/css/txt.htm] 

 

Thanks 

NatWest Card Services 

Well, who can resist a refund? Certainly phishers and other 

scammers are convinced you can’t, because they often use this 

gambit to get you to click on a malicious link or attachment. 

Interestingly, there is no ‘Dear Valued Customer’ (or a similar 

generic salutation) here. We’ve been pointing out for a long, 

long time, that this sort of generic (non-personalized) salutation 

just means that the scammer doesn’t know your name, 

because he’s mailing the message out en masse to hordes of 

potential victims. Perhaps scammers have noticed our saying 

this, and are hoping that having no salutation is less 

conspicuous than having a generic salutation, and that the 

recipient will not notice the omission. The moral: the complete 

absence of a salutation should be considered just as suspicious 

as a generic salutation. But don’t forget that it’s also possible – 

though not so common – to derive a name automatically from 

an email address. Though that name may or may not be 

convincing. As far as I’m concerned, ‘dear dharley3467’or ‘dear 

dharley@myISP.com’ is not a personalized salutation… 

Note also that the scammer tells you that it will take three days 

for the credit to go through. More to the point, it gives him 

plenty of time to plunder your account. Good to see that 

phishers still have problems with their English, though, since it’s 

often an indication that all isn’t right… (Sometimes it just 

means the office junior can’t spell, though.) 

(2) 

[Apparently from…] Nationwide Building Society 

[info(at)nbs.mobi] 

[Subject…] Nationwide - Security Certificates Update 

We are sorry to inform you that your account in NATIONWIDE 

Internet Banking System is not fully available. 

 

During the last update of your account details, our security 

system reported many required fields not filled. 

 

To finish the activation process please follow the link below. 

 

Click here to complete your account 

[link disabled, but goes to 

hxxp://drukujfoto.pl/fotogaleria/formularze/xy/rrs.htm]  

 

Thank you for banking with us. 

Nationwide Building Society. 

 



 

 

Slightly better English on this one, though it still sounds a little 

‘foreign’. I’m not sure how many potential victims would be put 

off by that, though poor English is certainly a viable heuristic – 

people who write emails on behalf of a bank in a given region 

are likely to be native speakers of the language primarily 

spoken in that region. I’m not sure if ’fully available’ is 

deliberately vague, but it might reassure someone who tried to 

access the phishing site and tried to access services it didn’t 

have valid links to. 

(3) 

[Apparently from…] Lloyds Bank [secure(at)lloydsbank.mobi; or 

info(at)lloydsbank.mobi] 

[Subject] Lloyds Bank - Existing Customer Notification 

Starting from September 25 2013, Lloyds bank introduces new 

authentication procedures in order to better protect private 

information of our account holders. 

Please note that accounts that are not reviewed within 48 hrs 

are subject to termination.  

To avoid service interruption click here to avoid services 

interruption [Link disabled, but originally linked to 

hxxp://static.teatrwybrzeze.pl/phpThumb/docs/rrs.htm] 

Thank You. 

Lloyds Banking Group. 

Again, the English isn’t bizarrely wrong, but is slightly odd. Note 

the use of a common phishing technique: the scammer tries to 

frighten you into complying before you’ve had time to consider 

by threatening to terminate your account. 

(4) 

[Subject] Nationwide - Resolve Your Account 

[Apparent sender]Nationwide [info@box.com] 

Dear Valued Customer, 

 

Your Nationwide Account has been limited due to the unusual 

login attempt to your online banking. 

 

Resolve Your Nationwide Account [link disabled, but went to 

hxxp://www.globalla.pl/views/img/prettyPhoto/default/NATIO

NWIDE/nationwide.co.uk.htm] 

 

Thanks, 

Nationwide Building Society. 

Note the utterly generic mail address. Also, the suggestion that 

some malevolent person has tried to access your account. Well, 

fall for this and it really will happen. 

(5) 

And next, some attempts to reel in phishing victims by offering 

improved security. 

[Subject] Nationwide - Upgrade Notification. 

[Apparent sender] Nationwide [info(at)services.com] 

Dear Valued Customer: 

 



 

 

We have upgraded our system security service bringing 

significant performance improvements and new features, which 

all Nationwide Building Society customers will enjoy. 

 

Due to this upgrade we urge you to please upgrade to this 

service now for security purpose. 

 

Please kindly click here now to upgrade your Nationwide 

Building Society account to the latest security feature. 

[Link disabled but went to 

hxxp://succesformule.nu/frm.htm] 

Thanks. 

Nationwide Building Society 

I’ve omitted two very similar LloydsTSB phishes that arrived 

very close together, but here’s a similar Halifax phish. 

(6) 

[Subject] LloydsTSB - Account Upgrade Notice 

[Apparently from] Halifax [info(at)halifax.co.uk] 

Dear Valued Customer, 

 

We recently reviewed your account and noticed that your 

Halifax account details needs to be updated and verified. 

 

Due to this, you are requested to follow the provided steps to 

confirm your Online Banking details for the safety of your 

accounts. 

 

Simply click on secure account to update your Internet 

Banking details. 

 

SECURE ACCOUNT 

[link disabled, but went to hxxp://www.lebenstraum-

immo.de/kickers/images/fbfiles/images/gou.htm] 

Thank you for banking with us. 

 

Yours sincerely, 

Customer Service Department. 

Halifax Online Banking 

Scams like this are very much less effective if you bear in mind 

that the last thing a responsible financial institution is likely to 

do is to ask you to upgrade your security by going to a dubious 

link in an unexpected email. 

ESET Corporate News 

ESET having ESET Technology Alliance 

At the start of the month, ESET launched the ESET Technology 

Alliance – an integration partnership. The aim of the program is 

to better protect businesses with a range of complimentary IT 

security solutions that seamlessly integrate with ESET products. 

ESET Mobile Security for Android Now Also on Amazon 
App Store for Android 

ESET has started to sell the latest version of ESET® Mobile 

Security for Android on the Amazon App Store for Android®. 

Virus Bulletin Conference 2013 Highlights  

ESET has earned another VB100 Award, already 81st, from 

Virus Bulletin, UK-based independent security software testing 

authority. Its product ESET NOD32® Antivirus 6 scored high in 

http://succesformule.nu/frm.htm
http://succesformule.nu/frm.htm
http://www.eset.com/int/about/press/articles/article/eset-launches-eset-technology-alliance-program/
http://www.eset.com/int/about/press/articles/article/the-all-new-version-of-eset-mobile-security-for-android-now-also-on-amazon-app-store-for-android/
http://www.eset.com/int/about/press/articles/article/the-all-new-version-of-eset-mobile-security-for-android-now-also-on-amazon-app-store-for-android/
http://www.eset.com/int/about/press/articles/article/eset-scores-high-in-vb100-comparative-review-on-windows-7-pro-3/


 

 

all categories of the latest Comparative Review on Windows 7 

Pro OS. Also, ESET research teams have had a strong presence 

at the VB 2013 Conference in Berlin, including Andrew Lee, CEO 

ESET North America, opening with a keynote speech titled 

Ethics and the AV industry in the age of WikiLeaks. ESET 

researchers presented the following papers:  

 What can Big Data Security learn from the AV 

industry? – Stephen Cobb, ESET Security Evangelist, 

ESET Malware Researcher 

 The Real Time Threat List – co-author Righard 

Zwienenberg, ESET Senior Research Fellow 

 ACAD/Medre: industrial espionage in Latin America? - 

Robert Lipovsky, ESET Security Intelligence Team 

Leader and Sebastian Bortnik, ESET Latin America 

Education & Research Manager 

 Mac hacking: the way to better testing? – ESET 

Research Fellow David Harley with ESET Security 

Researcher Lysa Myers 

Nymaim Ransomware Still Active  

For the last several weeks, team at the ESET malware research 

lab in Montreal has been investigating the infamous Nymaim, a 

Trojan downloader with ransomware features. The malware is 

distributed through Darkleech, a malware that compromises 

web servers and can redirect users to the infamous Black Hole 

exploit kit. Darkleech has infected numerous high profile 

websites, creating troubles for users while browsing their 

favorite websites. Through the course of the research, our 

analysts were able to collect several different lockscreen 

designs throughout the world - Nymaim has customized designs 

for countries in Europe and North America. In addition, ESET 

investigation into the Trojan downloader confirmed infections 

and with new infection vector – Black Hat SEO (misusing search 

engines) - in spreading the malware. ESET has the capability to 

protect users against this type of threat with the new 7th 

generation of its flagship products ESET NOD32® Antivirus and 

ESET Smart Security®, released in October 2013. Especially 

thanks to Advanced Memory Scanner users are more secure 

against ransomware Trojans.  

Win32/KanKan – Chinese drama 

In this WeLiveSecurity blog post, ESET research team from 

Canada describes a piece of software – detected by ESET 

products as Win32/Kankan –  that recently attracted their 

attention because: 

 It registers an Office plugin with no Office 

functionalities, which serves solely as a way to obtain 

persistence on the system, 

 It silently installs mobile applications to Android 

phones connected to the computer via USB 

debugging, 

 It has been signed by a well-known Chinese company 

called Xunlei Networking Technologies, which is 

particularly noted for developing the most widely-

used torrent client in the world. 

Solutions to current antivirus challenges 

Peter Stancik, ESET Security Evangelist, discusses the challenges 

of AV industry in his WeLiveSecurity blog post. The detection 

and blocking of malicious code employed by modern threats, 

whether targeted attacks or mass-spreading campaigns, has 

been a game of cat-and-mouse with the perpetrators for some 

http://www.eset.com/int/about/press/articles/article/nymaim-ransomware-still-active-finding-new-infection-vector-to-spread-black-hat-seo/
http://www.welivesecurity.com/2013/10/11/win32kankan-chinese-drama/
http://www.welivesecurity.com/2013/10/19/solutions-to-current-antivirus-challenges/


 

 

time now. And even though we are seeing shifts in the threat 

landscape and new malware trends, the “malware problem” is 

still very much with us. To be clear, most malware writing today 

is performed by, or purchased by, cross-border criminal 

organizations. We are no longer faced with a few over-

enthusiastic individuals. That means most malware attacks are 

functional and to some degree effective, in other words: people 

get infected. 

ESET Cyber Security Solutions Supported Mac OS X 10.9 
Mavericks 

ESET has responded quickly to the launch of Apple OS X 10.9 

Mavericks by updating ESET® Cyber Security Pro and ESET® 

Cyber Security to integrate with and work on the new operating 

system. 

The Top Ten Threats 

1. Win32/Bundpil 

Previous Ranking: 1 
Percentage Detected: 3.9% 
 
Win32/Bundpil.A is a worm that spreads via removable media. 

The worm contains an URL address, and it tries to download 

several files from the address. The files are then executed and 

the HTTP protocol is used.  The worm may delete the following 

folders: 

*.exe 

*.vbs 

*.pif 

*.cmd 

*Backup. 

2. INF/Autorun 

Previous Ranking: 2 
Percentage Detected: 2.1% 

This detection label is used to describe a variety of malware 

using the file autorun.inf as a way of compromising a PC. This 

file contains information on programs meant to run 

automatically when removable media (often USB flash drives 

and similar devices) are accessed by a Windows PC user. ESET 

security software heuristically identifies malware that installs or 

modifies autorun.inf files as INF/Autorun unless it is identified 

as a member of a specific malware family. 

Removable devices are useful and very popular: of course, 

malware authors are well aware of this, as INF/Autorun’s 

frequent return to the number one spot clearly indicates. 

Here’s why it’s a problem.  

The default Autorun setting in Windows will automatically run a 

program listed in the autorun.inf file when you access many 

kinds of removable media. There are many types of malware 

that copy themselves to removable storage devices: while this 

isn’t always the program’s primary distribution mechanism, 

malware authors are always ready to build in a little extra 

“value” by including an additional infection technique.  

While using this mechanism can make it easy to spot for a 

scanner that uses this heuristic, it’s better to disable the 

Autorun function by default, rather than to rely on antivirus to 

detect it in every case. 

3. Win32/Sality 

Previous Ranking: 3 
Percentage Detected: 2.05% 

Sality is a polymorphic file infector. When run starts a service 

and create/delete registry keys related with security activities 

in the system and to ensure the start of malicious process each 

http://www.eset.com/int/about/press/articles/article/eset-cyber-security-solutions-being-supported-on-the-brand-new-mac-os-x-109-mavericks/
http://www.eset.com/int/about/press/articles/article/eset-cyber-security-solutions-being-supported-on-the-brand-new-mac-os-x-109-mavericks/


 

 

reboot of operating system. 

It modifies EXE and SCR files and disables services and process 

related to security solutions. 

More information relating to a specific signature: 

http://www.eset.eu/encyclopaedia/sality_nar_virus__sality_aa

_sality_am_sality_ah  

4. HTML/Iframe 

Previous Ranking: 4 
Percentage Detected: 1.9% 
 
Type of infiltration: Virus  

HTML/Iframe.B is generic detection of malicious IFRAME tags 

embedded in HTML pages, which redirect the browser to a 

specific URL location with malicious software. 

5. HTML/ScrInject 

Previous Ranking: 5 
Percentage Detected: 1.78% 

Generic detection of HTML web pages containing script 

obfuscated or iframe tags that that automatically redirect to 

the malware download.  

6. Win32/Dorkbot 

Previous Ranking: 6 
Percentage Detected: 1.62% 

Win32/Dorkbot.A is a worm that spreads via removable media. 

The worm contains a backdoor. It can be controlled remotely. 

The file is run-time compressed using UPX.  

The worm collects login user names and passwords when the 

user browses certain web sites. Then, it attempts to send 

gathered information to a remote machine.  This kind of worm 

can be controlled remotely. 

7. Win32/Conficker  

Previous Ranking: 7 
Percentage Detected: 1.61% 

The Win32/Conficker threat is a network worm originally 

propagated by exploiting a recent vulnerability in the Windows 

operating system. This vulnerability is present in the RPC sub-

system and can be remotely exploited by an attacker without 

valid user credentials. Depending on the variant, it may also 

spread via unsecured shared folders and by removable media, 

making use of the Autorun facility enabled at present by default 

in Windows (though not in Windows 7). 

Win32/Conficker loads a DLL through the svchost process. This 

threat contacts web servers with pre-computed domain names 

to download additional malicious components. Fuller 

descriptions of Conficker variants are available at 

http://www.eset.eu/buxus/generate_page.php?page_id=279&l

ng=en.  

While ESET has effective detection for Conficker, it’s important 

for end users to ensure that their systems are updated with the 

Microsoft patch, which has been available since the third 

quarter of 2008, so as to avoid other threats using the same 

vulnerability. Information on the vulnerability itself is available 

at http://www.microsoft.com/technet/security/Bulletin/ms08-

067.mspx. While later variants dropped the code for infecting 

via Autorun, it can’t hurt to disable it: this will reduce the 

impact of the many threats we detect as INF/Autorun. The 

Research team in San Diego has blogged extensively on 

Conficker issues: http://www.eset.com/threat-

center/blog/?cat=145  

It’s important to note that it’s possible to avoid most Conficker 

infection risks generically, by practicing “safe hex”: keep up-to-

date with system patches, disable Autorun, and don’t use 

unsecured shared folders. 

http://www.eset.eu/encyclopaedia/sality_nar_virus__sality_aa_sality_am_sality_ah
http://www.eset.eu/encyclopaedia/sality_nar_virus__sality_aa_sality_am_sality_ah
http://www.eset.eu/buxus/generate_page.php?page_id=279&lng=en
http://www.eset.eu/buxus/generate_page.php?page_id=279&lng=en
http://www.microsoft.com/technet/security/Bulletin/ms08-067.mspx
http://www.microsoft.com/technet/security/Bulletin/ms08-067.mspx
http://www.eset.com/threat-center/blog/?cat=145
http://www.eset.com/threat-center/blog/?cat=145


 

 

8. Win32/Ramnit 

Previous Ranking: 8 
Percentage Detected: 1.45% 

It is a file infector. It's a virus that executes on every system 

start.It infects dll and exe files and also searches htm and html 

files to write malicious instruction in them. It exploits 

vulnerability on the system (CVE-2010-2568) that allows it to 

execute arbitrary code. It can be controlled remotley to capture 

screenshots, send gathered information, download files from a 

remote computer and/or the Internet, run executable files or 

shut down/restart the computer. 

9. Win32/TrojanDownloader.Small.AAB 

Previous Ranking: n/a 
Percentage Detected: 1.34 % 

Win32/TrojanDownloader.Small.AAB is a trojan which tries to 

download other malware from the Internet. When executed, it 

copies itself into the %temp%\hcbnaf.exe location. The trojan 

contains a URL address, and it tries to download a file from the 

address. 

10. Win32/Qhost  

Previous Ranking: 9 
Percentage Detected: 1.09 % 

This threat copies itself to the %system32% folder of Windows 

before starting. It then communicates over DNS with its 

command and control server. Win32/Qhost can spread through 

e-mail and gives control of an infected computer to an attacker. 



 

 

Top Ten Threats at a Glance (graph) 

Analysis of ESET LiveGrid®, a sophisticated malware reporting and tracking system, shows that the highest number of detections this 

month, with almost 3.9% of the total, was scored by the Win32/Bundpil class of treat. 

 

 



 

 

About ESET 

ESET®, the pioneer of proactive protection and the maker of 

the award-winning ESET NOD32® technology, is a global 

provider of security solutions for businesses and consumers. 

For over 26 years, the Company continues to lead the industry 

in proactive threat detection. By obtaining the 80th VB100 

award in June 2013, ESET NOD32 technology holds the record 

number of Virus Bulletin "VB100” Awards, and has never 

missed a single “In-the-Wild” worm or virus since the inception 

of testing in 1998. In addition, ESET NOD32 technology holds 

the longest consecutive string of the VB100 awards of any AV 

vendor. ESET has also received a number of accolades from AV-

Comparatives, AV-TEST and other testing organizations and 

reviews. ESET NOD32® Antivirus, ESET Smart Security®, ESET 

Cyber Security® (solution for Mac), ESET® Mobile Security and 

IT Security for Business are trusted by millions of global users 

and are among the most recommended security solutions in 

the world. 

The Company has global headquarters in Bratislava (Slovakia), 

with regional distribution centers in San Diego (U.S.), Buenos 

Aires (Argentina), and Singapore; with offices in Jena 

(Germany), Prague (Czech Republic) and Sao Paulo (Brazil). ESET 

has malware research centers in Bratislava, San Diego, Buenos 

Aires, Singapore, Prague, Košice (Slovakia), Krakow (Poland), 

Montreal (Canada), Moscow (Russia) and an extensive partner 

network for more than 180 countries.  

More information is available via About ESET and Press Center. 

 

Additional Resources 

Keeping your knowledge up to date is as important as keeping 

your AV updated. For these and other suggested resources 

please visit the ESET Threat Center to view the latest: 

 ESET White Papers 

 ESET Blog (also available at welivesecurity.com) 

 ESET Podcasts 

 Independent Benchmark Test Results  

 Anti-Malware Testing and Evaluation  
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